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Due to advances in Internet technology, credit card transactions are increasing

Correspondence faster than ever before. This has led to a fraud problem that affects businesses,
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Engineering, Sirnak University, Sirnak, cooperating institutions, and government agencies. Credit card fraud occurs
Turkey. when a third party uses your credit card or credit account for an unauthorized
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@ transaction. Given the increased security of credit card transactions, fraudsters

are developing new tricks or exploiting new vulnerabilities. Thanks to evolv-
ing technology, it is possible to analyze the use of maliciously obtained data by
studying the time and cost associated with account switching transactions. In
this study, we propose the ENORA and NSGA-II methods to create rule-based
classifiers that can be easily interpreted using the credit card fraud diagno-
sis dataset created by analyzing the time intervals of individuals’ credit card
usage. In this experiment, credit card payments are classified as fraudulent or
nonfraudulent based on several variables. The experiments were conducted in
full training mode and 10-fold cross-validation mode. The performance of the
algorithm was measured by accuracy, area under the receiver operating charac-
teristic (ROC) curve, mean square error, proportion of true positives, proportion
of false positives, precision, recall, F-measure, area under the curve (AUC), and
Matthews correlation coefficient. The classification performance of the model
using the correct classification ratio (ACC) is as follows: NSGA-II = 94.244%,
ENORA = 93.236%. The performance of the other metrics is also discussed in
detail in the results section. These results illustrate the significant predictive
power of the proposed credit card theft models. After a thorough statistical anal-
ysis of our results, we found that the proposed strategy is capable of producing
accurate and easy-to-understand categorization models.
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1 | INTRODUCTION

Credit cards have become a means of payment that consumers can use quickly and frequently because of their widespread
use and solid infrastructure. However, as credit cards have become more widely used, some problems have arisen. By
facilitating access to accurate credit information, these implications can allow criminals to amass illicit wealth. Fraud is
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often defined as unlawful copying with the intent to gain an advantage. With the increasing reliance on online technology,
the number of credit card frauds has also skyrocketed. Credit cards are used in almost all transactions, whether online
or offline. Most of the research has focused on detecting external credit card theft. Credit card fraud can be classified as
either offline or online. Offline fraud occurs when a physical card is stolen from a location such as a call center. Online
fraud occurs when a card is stolen over the phone, while shopping, or on the Internet. Credit card fraud is divided into two
types: internal card fraud and external card fraud. Internal card fraud occurs when a false identity is used to commit fraud
based on an agreement between cardholders and their bank, while external card fraud occurs when a credit card is used
to obtain cash in a dubious manner.!? Credit card fraud is a major problem for banks because the transaction mechanism
is inherently vulnerable. Stronger security systems should be implemented to monitor credit card transactions and detect
fraud as early as possible.

Machine learning has helped solve a number of important business challenges, such as identifying spam emails, mak-
ing targeted product suggestions, and making accurate diagnoses. Machine learning has evolved as computing power
has increased, enormous amounts of data have become available, and statistical models have been developed.®>* Due to
the increasing number of transactions through the widespread use of payment methods (credit/debit cards, cell phones,
kiosks), it has become important for banks and businesses to combat fraud. To effectively address this issue, advances
have been made in detecting fraudulent methods based on machine learning and predictive analytics. Credit card fraud
can be detected based on card activity or usage activity and timestamps.>>® Many significant research projects have been
conducted to find new techniques to detect different types of fraud.!® There are several credit card fraud detection meth-
ods offered by researchers that are effective to some extent. However, the main problems are that the datasets are not
available due to security concerns, and that the datasets are extremely unstable. Many machine learning-based solutions
have been proposed for credit card fraud detection.>*67:9-12

In this paper, we present a technique for fraud detection using a dataset of credit card transactions, which we call
multipurpose evolutionary rule-based classification. the basic concept is that a new order performs transactions based on
rule-based decisions, such that a significant deviation from normal trading behavior represents a fraud risk.

The machine learning algorithms used in this study are used to classify incoming credit card payments as fraudulent or
nonfraudulent based on several factors. The input components shown in Figure 1 illustrate the proposed input functions
of the system. The data we used was obtained from the Kaggle database.!®> We used the ENORA and NSGA-II algorithms,
which are rule-based learning algorithms. These features are very informative for fraud detection. Figure 1 illustrates the
rough structure of the proposed credit card fraud detection technique. The average daily transaction amount, the transac-
tion amount, whether the credit card was declined or not, the total number of declines per day, whether the transections
are international or not, whether the countries are high risk or not, the average daily chargebacks, the average charge-
backs over 6 months, the average chargebacks over 6 months in each country, and the chargeback frequency are the input
metrics used by the fraud detection algorithms. After a rule-based machine learning process that evaluates all of these
input elements, the goal is to determine whether the transaction is fraudulent or legitimate.

As can be seen in Figure 1, the intermediate component or black box that provides the link between input and output
is the machine learning component that performs learning or makes rule-based decisions in this system. This system uses
supervised machine learning techniques. A subset of machine learning (ML),'* called supervised learning, is concerned
with simulating the behavior of systems in their natural environment. Given a set of historical data sets, each consisting
of an input vector that often includes an output, supervised models are used to predict the future.'> The most accurate
models are those that can accurately predict the consequences of new inputs. Due to the improved capabilities of modern
computers and the digitization of ever increasing amounts of data, supervised learning approaches are currently playing
an increasingly important role in a variety of applications. When modeling increasingly complicated behaviors, inter-
pretability can take a back seat. What matter in this case is the model that is to be developed to achieve the desired result.
Therefore, the model has an extensive sequential network of nodes with a large number of variables, including ANN,'®
SVM,'” and DLNN.!® The interpretability of these systems is more difficult to determine than that of our proposed system.
It is possible to describe the behavior of categorization systems in a form that is easily understood by a user,'® and this is
called interpretability. In other words, a model is said to be interpretable if the reasoning behind the prediction it provides
is understandable. While there is widespread agreement on how to evaluate the performance of a classification system,
and common metrics such as accuracy, area under the receiver operating characteristic curve, and root mean square error
are often used, there is no universally accepted metric for evaluating the interpretability of classification models. Fur-
thermore, there is no ideal tradeoff between interpretability and performance of classification systems; rather, the best
tradeoff varies by system and application. On the contrary, as a rule, the simpler a classification system is, the easier it is
to understand. RBCs (rule-based classifiers)?*?! are among the most widely used interpretable models in use today.
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FIGURE 1 Transaction authorization flowchart for credit card fraud prediction with versatile rule-based classification

A

In general, RBCs develop categorization systems that are highly interpretable due to their human-like thinking. Our
method explores the tradeoff between accuracy and interpretability through the lens of a multiobjective optimization
problem. We construct a solution as a collection of rules (a classifier) and specify two criteria for optimization: inter-
pretability and accuracy. We chose to solve this problem by using meta-heuristics such as multiobjective evolutionary
algorithms (MOEA)?*2* and, in particular, two well-known algorithms: NSGA-IT1*?> and ENORA,?*?° which are both rec-
ognized methods. Over the years, there have been several applications and comparisons of these two state-of-the-art
evolutionary algorithms.®?” NSGA-II is well known and has the advantage of being accessible in a wide variety of imple-
mentations, although ENORA generally performs better. MOEAs are mainly used in the present research for learning
RBCs with fuzzy logic.?8*° Fuzzy RBCs, on the other hand, are intended for use with numerical data from which fuzzy
sets are formed and represented by linguistic labels. Using RBCs for categorical data, on the other hand, is something we
are interested in, and this requires a different technique.

The following sections summarize the structure of this paper. Section 2, proposed methodology, and its subtitles;
data set, multipurpose constrained evolutionary optimization algorithms ENORA and NSGA-II, and the performance
evaluation criteria used are explained. Section 3 presents the results and discussion of our experiments conducted on the
public credit card fraud dataset. Finally, Section 4 presents the results and future work.

2 | PROPOSED METHODOLOGY

Fraud detection is a two-step process that anticipates each transaction and classifies it as fraudulent or legitimate. Pre-
dicting credit card fraud using a multipurpose classification based on evolutionary rules is a classification project because
the variable to be predicted is binary (not counterfeit or fraudulent). The goal is to develop a model that can be used
to determine the probability that a transaction is fraudulent. The article compares the performance of the classification
approaches ENORA and NSGA-II, two widely used algorithms for rule-based and multicentric classification. The next
subsections provide an overview of these strategies as well as the classification techniques, datasets, and metrics used to
quantify performance.

2.1 | Dataset

The data used in this study are from the Kaggle database.!® This dataset contains 11 features for 3075 payments. Table 1
shows the features in this dataset. We repeated the 10-fold cross-validation learning procedure®! three times and consid-
ered the average value of the performance metrics “percent accuracy,” “area under the ROC curve,” and “serialized model
size” across all results.
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TABLE 1 Characteristics and descriptions of the dataset used

Features Descriptions of features

merchant_id ID of the merchant

avg_amount_day Average of amount per transaction per day

transaction_amount The amount of the transaction

is_declined Yes = the credit card is declined, no = the credit card is not declined

number_declines_day Total number of declines per day

foreign_transaction Yes =it is a foreign transaction, no = it is not a foreign transaction

high_risk_country Yes = it is a high-risk country, no = it is not a high-risk country.

daily_chbk_avg amt Daily average of chargeback.

6m_avg_chbk_amt Six-months average of chargeback

6m_chbk_freq Frequency of the 6-months chargeback

is_fradulent Fraudulent = the payment is fraudulent, not-fraudulent = the payment is not fraudulent (target variable).
2.2 | The multiobjective evolutionary algorithms

An evolutionary learning system is presented that finds many pareto-optimal solutions (classifiers) under constrained
optimization, accuracy, and comprehensibility constraints for different objectives simultaneously. In this section, the
main components of the proposed evolutionary algorithm are discussed. These components include the solution repre-
sentation, constraint management, initial population, and variation operators. We have developed two elite pareto-based
MOEA, ENORA, and NSGA-II, using a set of alternative selection, sampling, and generation switching techniques that
exploit these common components.

23 | ENORA

The ENORA technique was introduced for multiobjective optimization with constrained real parameters.>> ENORA is
a pareto-based elite MOEA based on (u + 4) survival, where u is the population size and 4 is the number of offspring
produced. ENORA was first proposed in reference 31 as an evolutionary method based on selection, adaptive muta-
tion, and a population of size one, symbolized as (1 +1). The (u + A) method ensures the survival of the best offspring
and parents and is therefore an elitist technique. ENORA optimizes evolutionary optimization with multiple objectives
using (4 + A)-survival with y = A = population size, binary tournament selection, recombination, and adaptive mutation.
Algorithm 1 illustrates a multiobjective optimization method based on the (u + 1) approach. The approach starts with the
initialization and evaluation of a P population consisting of N individuals.

Algorithm 1. (u + A) strategy for multiobjective optimization

Require: T > 1 {Number of generations}
Require: N > 1 {Number of individuals in the population}
1: Initialize P with N individuals
2: Evaluate all individuals of P
3: t<0
4: whilet<Tdo
Q<0
i<0
while i < N do
Parent] « Binary tournament selection from P
Parent2 « Binary tournament selection from P
10: Child1, Child2 < Crossover(Parentl, Parent2)

85U8017 SUOLLILLIOD BA T80 3|dedt dde 8Ly Aq peuenob ke Sejoiie YO ‘8sn JO Sa|n 10j ARIq1T 8UIJUO AB]1/W UO (SUONIPUOD-PUB-SWBIAO0" AB 1WA Req) 18Ul [UO//:SdNL) SUORIPUOD pue sWie | 841 89S *[220z/TT/cg] Uo ARiqi]auliuo AB|IM 359" BAM0A 8A 8UeUd: M AISBAIUN YeuliS Ad 682 ZAdS/Z00T 0T/I0P/W0d A8 | imAreiq1jpuljuo//:sdiy woly pepeojumod 'S ‘220z ‘52.95.v2



DIRIK
11: Offspringl < Mutation(Child1)
12: Offspring2 < Mutation(Child2)
13: Evaluate Offspringl
14: Evaluate Offspring2
15: Q < Qu {Offspring1,0Offspring2}
16: i<—i+2
17:  end while
18: R« PUQ
19: P+« N best individuals from R according to the rank-crowding function in population R
20:  tet+1

21: end while
22: return Non-dominated individuals from P

WILEY— L3016

In addition to Algorithm 1, Algorithm 2 is used for double tournament selection, and Algorithms 3 and 4 are used for
a ranking function based on pareto fronts and crowding.

Algorithm 2. Binary tournament selection

Require: P {Population}

1:

Nowmhkwbd

I « Random selection from P

J < Random selection from P

if I is better than J according to the rank-crowding function in population P then
return

else
return J

end if

Algorithm 3. Rank-crowding function

Require: P {Population}
Require: I, J {Individuals to compare}

1:

2
3
4:
5
6
7

if rank (P, I) < rank (P, J) then
return True

: endif

if rank (P,J) < rank (P, I) then
return False

: end if
: return Crowding_distance (P, I) > Crowding_distance (P, J)

Algorithm 4. Crowding_distance function

Require: P {Population}
Require: i {Individual}
Require: | {Number of objectives}

1:
2:

3:

forj=1to/do
fj‘_max « max {j]‘[}

IepP

J;min < min { j;I}

IeP
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sup!

4: Jj %  value of the jth objective for the individual higher adjacent in the jth objective to the individual I

sogl
5: );.mfj value of the jth objective for the individual lower adjacent in the jth objective to the individual I
6: end for
7. forj=1to/do
8: if j;.l = f"* or ]3.1 = j;.mi“ then
9: return co
10: end if
11: end for
12: CD «0.0
13: forj=1toldo
sup!  inf!
£

14: CD « CD + L—L-
Vi)
15: end for

16: return CD

2.4 | NSGA-II

The NSGA-II algorithm is an evolutionary algorithm with multiple objectives proposed by Deb et al.>? The algorithm
was developed by eliminating the shortcomings of the NSGA algorithm developed by Srinivas and Deb.?* NSGA-II*? is a
remarkable pareto-based evolutionary multiobjective algorithm that integrates an explicit diversity approach to improve
the previous NSGA algorithm. NSGA-IT has many applications in the literature because it is a fast and exclusive algorithm
with low computational complexity. Like ENORA, NSGA- II uses a (u + A) strategy (Algorithm 1) in conjunction with a
binary tournament selection algorithm (Algorithm 2) and a ranking improvement function (Algorithm 3). Each individ-
ual in ENORA is assigned a place in the objective search space, and the rank of an individual in a population is equal
to the degree of nondominance that individual has in that place. On the other hand, in NSGA-II, the rank of an individ-
ual within a population is proportional to the degree of nondominance that individual has within the population. Both
ENORA and NSGA-II use the same nondominant sorting approach.* It compares each answer with the others and stores
the results so that each pair of solutions is not compared again. The main difference between ENORA and NSGA-II is
that NSGA-II never selects the dominant individual of the other as the winner of the tournament, while ENORA does.

2.5 | Evaluation of the performance

The purpose of performance evaluation is to determine the efficiency of the algorithms used to achieve the desired goal
and to verify the usability of the system. To verify a categorization technique, its output values must be compared with
the observed values. The confusion matrix, sensitivity, specificity, false positive rate, balanced classification rate, and
Matthews correlation coefficient all serve as performance measures for evaluating fraud detection classifiers. The confu-
sion matrix® of a binary classifier is shown in Table 2. The correlations between these indicators are determined using
very complicated measurements. The following measures are used to estimate the performance: percent correct, TP rate,
FP rate, precision, recall, F-Measure, MCC, receiver operating characteristic (ROC) area, PRC Area, and RMSE.

True positives (TP) are situations that are both expected and observed. True negatives (TN) are cases that are expected
to be correspondingly negative. False positives are cases in which an outcome is perceived to be positive but is actually

TABLE 2 Confusion matrix of credit card dataset

Predicted fraud Predicted nonfraud
Actual fraud TP FN
Actual nonfraud FP TN
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negative. False negatives are cases in which a situation is perceived as negative but is actually positive. The correlations
between these indicators are determined using very complicated measurements. in addition, the sensitivity, specificity,
accuracy, F-measure, and area under the curve (AUC) of the proposed methods are compared. The performance indicators
used in this study and the formulas of these indicators are given in table Equations (1)-(10). These indicators have already

been used in a number of studies.3*%°
_ TP+TN .
Accuracy (ACC) = TPIFPINGEN 40-42 (1)
Sensitivity (Recall) = TPTfF ~ 41,42 2)
Specificity = FPTE;N 41,42 3)
Precision = % 41,42 4)
_ PrecisionxRecall
F — measure = 2 X Precision+Recall 41’42 (5)
MCC = TPXTN—FPXFN 43 6)
" \/(TP+FP)(TP+FN)(TN+FP)(TN+FN)
AUC = % X (Sensitivity + Specificity) 44 (7)
:o4:~ _ (observed accuracy—expected accuracy)
Kappa statistic = T pr— 45 (8)
Mean absolute error (MAE) = I%Zf\i il @i —0; | 46 )

Root mean square error (RMSE) = 4/ %Zﬁ N @i -0 44 (10)

In these equations, TP, FP, TN, and FN represent the number of true positive, false positive, true negative, and false
negative classifications (or predictions) (Equations (1)—(10)). A positive prediction means that a transaction is classified
as fraudulent, while a negative prediction means that the transaction is classified as normal (ie, not fraudulent). The area
under the receiver operating characteristic (AUC) curve is a statistic used to describe the ROC curve. The ROC curve
can be used to evaluate the tradeoff between true-positive rate (TPR) and false-positive rate (FPR) for a threshold-based
classifier. By setting the x-axis to the FPR and the y-axis to the TPR, you can create the ROC curve and calculate the area
under the ROC curve (AUC). Precision and recall are important features to consider when dealing with unstable data
(ie, F-score). Precision is a measure of the relevance of the outcome scale and the closeness to the intended response,
while recall is a measure of the number of relevant outcomes. Precision and recall values above 1 mean that the classifier
correctly recovered the results and recovered most of the positive results. Therefore, the precision-recall curve provides a
comprehensive view of the classifier’s accuracy and is robust even with unstable datasets. In addition to the above metrics,
we consider AUC as a general performance metric. The AUC is a graphical representation of the FPR and the TPR at
different confidence levels. Because the AUC value does not depend on a discontinuity number, it is considered a more
accurate indicator of overall performance than accuracy.*’

3 | RESULT AND DISCUSSION

Cross-validation was performed to determine the effectiveness of the proposed credit card fraud detection technique and
to establish a credible performance comparison. The performance of the proposed approach was evaluated using a tenfold
cross-validation of data sets (testing and training methods). The experiment was performed on a computer with an Intel
Core i7 processor and 16 GB of RAM using the Weka*® software platform. The proposed strategy and other machine
learning approaches were developed and evaluated using Weka software. The performance of the classifiers created using
the proposed methods was compared using the same settings and algorithm parameters, which are listed in Table 3.

TABLE 3 The performance of the algorithms used

num
batch genera max max Decimal population report
Algorithm Size -tions Labels Similarity maxV minV Places Size Frequency
ENORA 100 20 5 0.4 2 30 4 100 20
NSGA-II 100 20 5 0.4 2 30 4 100 20
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ENORA-acc
ENORA-auc
ENORA-rmse
NSGA-II-acc
NSGA-II-auc
NSGA-II-rmse

DIRIK
TABLE 4 Comparison of the performance of the rule-based learning models ENORA and NSGA-II
Percent TP FP F- ROC PRC Kappa
Correct Rate Rate Precision Recall Measure MCC Area Area St. MAE RMSE
93.236% 0.603 0.011 09 0.603 0.722 0.7 0.796 0.6 0.6851 0.0676  0.2601
88.683% 0.804 0.099 0.581 0.804 0.674 0.62 0.852 0.495 0.6078 0.1132  0.3364
92911% 0.583 0.012 0.894 0.583 0.705 0.69 0.785 0.582 0.6671 0.0709  0.2663
92.683% 0.594 0.016 0.861 0.594 0.703 0.68 0.789 0.57 0.6626  0.0732  0.2705
88.878%  0.877 0.109 0.578 0.877 0.697 0.65 0.884 0.525 0.6322  0.1112 0.3335
94.244%  0.672 0.011 0.909 0.672 0.773 0.75 0.83 0.659 0.7407 0.0576  0.2399
100.000%
80.000%
60.000%
40.000%
20.000%
0.000%
-20.000% ? Ly

FIGURE 2

—0— ENORA-acc
NSGA-ll-acc —@— NSGA-ll-auc —®— NSGA-Il-rmse

ENORA-auc

ENORA-rmse

Comparing the performance of the rule-based learning models ENORA and NSGA-II using a graphical representation

Table 4 shows the results obtained using the performance metrics of the two classifiers. In this table, the most accurate
results were obtained using the ENORA-acc and NSGA-II-rmse methods. These data are presented graphically in Figure 2.

Figure 3 visually illustrates the Area of ROC. A ROC curve*-> is a graph showing the rates of true positivity (sensi-
tivity) and false positivity (specificity) for different thresholds. Each point on the ROC curve indicates the sensitivity and
specificity values associated with a particular threshold. A ROC curve represents a probability curve for different classes.
In a typical ROC curve, the X-axis represents the FPR, and the Y-axis represents the TPR. The larger the area under the
ROC curve, the more accurate machine learning models are in classifying certain classes.

FIGURE 3 Areaunder the receiver operating characteristic curve (A) NSGA-II-RMSE, (B) ENORA-acc)
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The easiest to interpret and most accurate result for the ENORA classifier was produced by ENORA-acc with 11 rules
(see Table 5).

The classifier NSGA-II was developed using NSGA-II -rmse with 12 rules, resulting in the most accurate and easy to
understand output for the classifier (see Table 6).

We tabulated the rules and results generated by our system to illustrate its potential. To test our system, we created a
cross-validated experiment for the credit card fraud detection dataset, in which we ran the 10-fold cross-validation learning
process four times and then ran the experiment. Finally, we performed a statistical analysis of the data to determine
if there was a statistically significant difference. We performed a performance comparison between the two algorithms
under the same conditions and with the same data set. Specifically, we used the ENORA and NSGA-II algorithms in
conjunction with the acc, auc, and rmse objective functions and plotted the rules for the algorithms that performed best
in this scenario. The rule tables for ENORA-ACC and ENORA-RMSE can be found in Tables 5 and 6, respectively, as
they contain the results of the optimal combination with ENORA-ACC and ENORA-RMSE. It can be seen that the result
changes positively when the number of rules of the classifier increases. The data seem to indicate that the classifiers
are more accurate when the optimization model is controlled by the RMSE, which means that, on average, optimization
models controlled by accuracy are preferred over other optimization models. The study showed that ENORA-acc achieved
a success rate 0f 93.236% in cross-validation with 11 rules, while NSGA-II -rmse achieved a success rate of 94.244% with 12
rules. After statistical tests, it was concluded that the results obtained according to the performance measurement model
of the proposed method are meaningful and applicable.

4 | CONCLUSIONS AND FUTURE WORKS

It is important to detect credit card theft as early as possible. Financial institution losses and the increasing complexity of
credit card fraud detection require the development and deployment of increasingly effective systems for detecting fraud-
ulent credit card transactions. This paper describes an intelligent method for credit card fraud detection by developing
a rule-based fuzzy classifier using the multiobjective evolutionary fuzzy classifier (NSGA-II, ENORA) and applying it to
credit card transactions. According to our concept, a classifier learning problem is defined as a multiobjective optimiza-
tion problem that is solved by adapting an evolutionary algorithm to the specific requirements of the task. We tested our
proposal on a public dataset using two different evolutionary algorithms. We performed a series of experiments on a real
dataset. By comparing the results of the two approaches, we found that the proposed strategy performs better. The results
of the evaluation are presented in the form of a 10-fold cross-validation of the datasets. Our original goal was to develop a
classifier learning system that provides interpretable yet accurate classifiers. We believe that this goal was achieved since
interpretability is a direct function of the number of rules in the document. Experimental results show that the proposed
technique works well and achieves the best overall performance in terms of accuracy, AUC, precision, and F1 score, as
well as other metrics and ratios. The results demonstrate the feasibility and usefulness of using an effective parameter
optimization technique to improve the prediction performance of the proposed approach.
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